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Setting up
your ownCloud

Step-by-Step to our ownCloud instance
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ownClou

ownCloud offers customers the software and support to create their very own private, on-premises
cloud. No more wondering where your data is stored or who may have unauthorized access to your sensi-
tive information. With ownCloud, IT is able to maintain full control over all of your company‘s confidential
documents, knowing exactly where the data is at all times and deciding who may or may not have access to
a certain document or folder.

With this document we want to give you an overview on the first steps on how to get started with your
ownCloud Appliance. First of all you need a server. For testing purposes, will create a virtual machine that
contains all the packages and functionalities we need. The whole thing isn‘t complicated and is donein a
few steps. In this testing case we used a MacBook Pro with macOS Sierra 10.12.6. But what isimportant is
not the hardware and the operating system, but the virtual environment. Therefore we start with the instal-
lation of VirtualBox.

Install VirtualBox

Irtuatbox e

Note: If VirtualBox is already installed, you can skip this
step.

Welcome to VirtualBox.org!

VirtualBox is a powerful x86 and AMDG64/Intel64 virtualization product for enterprise as well as home use. Not only is
About VirtualBox an extremely feature rich, high performance product for enterprise customers, it is also the only professional

solution that is freely available as Open Source Software under the terms of the GNU General Public License (GPL) version |*
2. See "About VirtualBox" for an introduction.

Screenshots

Downloads
Presently, VirtualBox runs on Windows, Linux, Macintosh, and Solaris hosts and supports a large number of guest <tab e
Documentation operating systems including but not limited to Windows (NT 4.0, 2000, XP, Server 2003, Vista, Windows 7, Windows 8, the Changelog for detais.

Visit the https://www.virtualbox.org/wiki/Downloads

End-user docs Windows 10), DOS/Windows 3.x, Linux (2.4, 2.6, 3.x and 4.x), Solaris and OpenSolaris, 0S/2, and OpenBSD. |« [T August 15th, 2017
e s | VB b vy delped i e nes s et i 1 of e g g | page and select the appropriate package for your
Contribute encouraged to contribute while Oracle ensures the product always meets professional quality criteria. the i -
Commiy I system under VirtualBox ( *.*) Platform packages. In our
e
Download Losking oS rew raene? were case the 0S X hOStSA
o L

The restis simple: save, run, and install with the default
— settings. Finished.
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Download the ownCloud Core

Get ownCloud up and running in minutes.

© The ownCloud Coreis nat containing any Enterprise functionalities like Auditing, File Firewall
or Object Storage Support. We are providing these within an Enterprise App Bundle via the
ownCloud marketplace. Start your trial here.

* Email:

Select...

ownCloud 10.0.1 Core Appliance (ESXi) n
+ ownCloud 10.0.1 Core Appliance (VirtualBox) [

ownCloud 10.0.1 Cere Appliance (VMware) =
ownCloud 10.0.1 Care Appliance (KVM)

Condition

Appliance-Einstellungen

Diese Liste i

Dies sind die in der Appliance beschriebenen virtuellen Maschinen mit den
entsprechenden Abbildungen fiir den Import in VirtualBox. Sie kénnen les Fensters.|
Anderungen an vielen dieser Einstellungen mittels Doppelklick bzw. duch
Auswahl der entsprechenden Checkbox &ndern. 1en Sie
Beschreibung Kenfiguration
Virtuelles System 1

@@ Name UCS 4.1-with-owncloud

& Produkt ucs

& Produkt-URL https:/fwww.univention.com/products/u...

@ Hersteller Univention GmbH

@ Hersteller-URL http://www.univention.com/

| Zuweisen neuer MAC-Adressen fiir alle Netzwerkkarten

Appliance ist nicht signiert

Standardeinstellungen Zuriick m Abbrechen

'[H aligemein

Name: UCS 4.1-with-owncloud
_ Betriebssystem: Debian (64-bit)

( System
Hauptspeicher: 1496

Bootraihenfolge: Diskette, DVD, Platte
. Beschleunigung: VT-xJAMD-V, Nested Paging, PAE/NX, KVM-Paravirtualisierung

-

= vorschau

UCS 4.1-with-

M8 owncloud

"[@ Anzeige
Grafikspeicher: 16 MB
Fernsteuerung:  deaktiviert

| Videoaufzeichnung: deaktiviert

"B Massenspeicher
Controler: IDE

| Primérer Master:  Univention-App-owncloud-virtualbox-diskivmdk (normal, 50,00 GB)

" Audio

Host-Treiber: CoreAudio
| Controller: ICH AC87

& Netzwerk

| Adapter 1: PCnet-PCI Il (Netzwerkbriicke, enl: WLAN (AirPort)

Download ownCloud Image

Note: If there are problems with the download, please
try using another browser.

Visit https://owncloud.com/en/download/ and click
the Download button under ownCloud X ( *. *) Server
Appliance. A lightbox will open; enter a working e-mail
address, choose ownCloud X ( **) CoreAppliance
(VirtualBox) and set a checkmark to Accept Terms and
Conditions. The download starts.

Now it‘s time for a cup of coffee, the image size is over
1GB.

Install Univention-App-own-
cloud-virtualbox in VirtualBox

When the download is complete, you need to start
VirtualBox. The following steps are necessary:

1. Click File in the menu bar

2. Import Appliance

3. Import Appliance: Click on the folder icon and load
the downloaded image from ownCloud page
(Univention-App-owncloud-virtualbox.ova) -> Continue
4. Adjust the default settings when needed.

5. Import

6. Accept software license by clicking on Accept

The import starts.

First steps on ownCloud Server

Now select the imported image in the left column and
press Start. Wait 5 seconds and let the server boot with
default settings.

After a short time you will reach the setup. We used the
following settings:

Note: The next settings depend on individual factors. If
you are unsure, ask your system administrator. Make a
note of the values entered in a safe place. Especially the
used IP address and the password - we need this later.

1. Choose your language: English / City: Nuremberg ->
Next

2. Default system locale: German (Germany) / Time
zone: Europe/Berlin / Keyboard layout: English ->
Next

3. Domain and network configuration: Obtain IP ad-

—
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have the i on. This wi

Virtual Machine to i Bt

keyboard every () §Y

Virtual Machine reports that the guest OS does

You need to € &

< | B vorschau

1ymdk (normal, 50,00 GB)

Powered by
univention

P COEE DO e

| | S
[E Gemeinsame Ordner
keine

b», ownCloud

bsted Paging, PAE/NX, KVM-
ng

m—bm—b

owr

[ Dricken Sie ste,

Povered by

univention briicke, en1: WLAN (AirPort))

< | E vor

p-owncloud-virtualbox-diskl.vmdk (normal, 50,0)

dress automatically (true) / Preferred DNS Server:
192.168.178.1 -> NEXT

4. Domain setup: Manage users and permissions directly
on this system -> NEXT

5. Account Information: Your decision. Be sure to use a
valid e-mail address and set a strong password

with at least 8 characters (12345678 is not a very good
choice) -> NEXT

6. Host settings: If you have experience with configuring
FQDN and hosts, use your own settings. If not,

use the predefined values. -> NEXT

7. Confirm configuration setting: Check the settings,
make sure that the checkbox Update system after
setup is set to true -> CONFIGURE SYSTEM

The virtual machine is now configured. Depending on
system performance, this step may take some time.
Again: Now is a good time for a cup of coffee. When
everything is configured, complete the setup with a
click on FINISH.

Note: The virtual machine is ready to set up the users
and shared folders now. Your ,,Cloudserver®is running
in the virtual environment. The machine has to be on-
line when you want to use the functionality. In practice,
it is a good idea to use your own system for this, or even
better, a real server powered on 24/7.

Set up ownCloud

Start your favorite browser and type in the address field
of the IP you have configured, for example
https://192.168.178.37

(replace my IP with yours - you can find it by taking a
look at the virtual machine). We can ignore the
message This is not a secure connection.

Now we have to license ownCloud. The license file is
already presentin your e-mail inbox.

1. Open the e-mail

2. Save the license file in a secure location
3. Click on Upload Licence Data

4. Activation successful -> FINISH

~—
~——
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Set up User

Note: It is recommended to document important
settings and store them in a safe place. In the following,
we create users - write down the entered data and use
secure passwords. In any case these passwords should
differ and also be individual from the administrator
password.

1. Under Administration, click System and domain
settings.

2. ,User Name: Administrator” - ,Password: noted
password

3. User: Add / Now create the users who have access to
this ownCloud. You can set the checkbox next to Chan-
ge Password for next login to true. This gives users the
opportunity to create their own password. Please do
notignore the password checks - this ensures a basic
complexity and thus a secure new password.

Test Your ownCloud with Client and
Web Interface.

Visit https://owncloud.com/download/ and download
the client for your system under ownCloud Desktop Cli-
ents. In our case, this is the ownCloud Mac OS X Client.

Like before: After successfully saving, run and install
with default settings. Then do the following steps:

1. Run the program

2. Connect with ownCloud: Under Server Adress enter
the IP you have configured as in the browser.

In our test case https://192.168.178.37

3. Untrusted certificate: We put the checkmark at Trust
this certificate anyway and confirm with OK

4. Enter a valid User Name and the given Password.

5. The settings are individual. The default settings can
be accepted safely.

6. Open local folder: You now see the ownCloud root
directory. Test whether everything works by simply
creating a new folder and placing any file in there.

Go back to your favorite browser and, if not already
open, enter the IP you have configured
(https://192.168.178.37). Now click on ownCloud under
Applications. Log on with the same username

as in the desktop client.

If everything works fine, you should already see the
previously created folder. In addition, you can keep

Welcome to ownCloud

ucs-3444. owncloud-marketing.intranet

@ %

Web-Services Administration

I Insecure Connection. This network connection is not encrypted, sensitive data will be transmitted in plain text. Please foll
+  secure HTTPS connection,

ownCloud

@,
Cloud solution for data and file
sync and share

Welcome to ownCloud Language =

Ucs 3444 owncloud-marketing Intranet

@ &

WebsServices  Administration

| Insecure Connection. This network connection s not encrypted, sensitive data will be transmited in plain text. lease follow thislink to use a
secure HTTPS connection.

zshm and User Manual Root certificate
mal

in settings -
Urivention Management ‘owncloud User Manual Certiicate of the Cetfication Authorty for
Console for admir the usmmmn-ﬁwumd
G2 doman and the

Certificate revocation list Admin Manual

ucs

Uit of withdrawn certificates ‘ownCloud Administration
Manual

App Catalog | Enteprise Subscrptions | Univenton Webste | Manal for Univention Corporate Server | Univention Support Database | Urivention Wiki | Uivention Forum

lusername or email

Password
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track of the events in the synchronization protocol of
the desktop client.

Congratulations! You have installed your own
secure cloud solution.

Connect to the ownCloud marketpla-
ce

Extend your ownCloud instance with a variety of
apps, either provided by ownCloud or by one of our
publishers out of the ownCloud community.

You can connect to the ownCloud marketplace
easily with the market app within your ownCloud
instance.

Go to marketplace.owncloud.com, register your
account and get your API key.

You will find further instructions within the
ownCloud marketplace.

Try ownCloud Enterprise

Now that you have your ownCloud instance up and
runnning you can extend it even more with Enterprise
functionalities.

The ownCloud Enterprise App Bundle contains
functionalities like Auditing, the ownCloud File
Firewall or Workflows. You can find an overview on
all Enterprise Apps here:
https://marketplace.owncloud.com/bundles/enter-

prise_apps

All Enterprise apps can be tested for 30 days:
https://marketplace.owncloud.com/enterprise-trial
If you want to continue using the Enterprise func-
tionalities after the trial period, simply reach out

to our sales team and you can continue working
within your fully staffed ownCloud Enterprise.

Known Issue in the iOS App

For the iOS app, it is not enough to use the configured IP
(https://192.168.178.37) to connect to the server.

The address you have to use can be found in the own-
Cloud client by looking at the tab of a connected user.

In my case this sounds like: ,Verbunden mit htt-
ps://192.168.178.37/owncloud”. The /owncloud addition
is necessary to get a successful connection.

2. Connect your ownCloud to the Marketplace

Go to the market app inside your ownCloud. Click on ,Add API key" and paste your
personal API key:

3202b333f0301781fb7615801225da8df56965ff8bf83aebbd71d4e86e9021cd rD

3. Start the Trial in your ownCloud Market App
In the Market App, click the "Start Enterprise Trial" button and install the Enterprise Apps.

Note: Since ownCloud X (10.0) the Market App is installed by default. For details see
Market App detail page.
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About ownCloud

Organizations that must share confidential data internally and externally rely on ownCloud’s on-premises
enterprise file sync and share platform. Only ownCloud gives IT the visibility and control required to manage
sensitive data, preserve business processes, and integrate with existing compliant infrastructures while offering
users the modern collaboration experience they demand. This is made possible through ownCloud’s open,
modular architecture, extreme extensibility and unique federated cloud sharing capabilities.

For more information, visit: https://owncloud.com.

ownCloud GmbH Contact: @ownCloud

Rathsbergstrasse 17 owncloud.com/contact facebook.com/owncloud

90411 Nirnberg Telefon: +49 911 14888690 gplus.is/owncloud
owncloud.com linkedin.com/company/owncloud

7 Copyright 2017 ownCloud. all rights reserved. ownCloud and the ownCloud logo are registered

trademarks for ownCloud in the USA and all other countries.



